TRl BIREM IR G FHT—NewlP

RE R £ M %R

SIEE, XkE, E3
(4 HBAAFE), LF 100095 )

8 . IP WEGE ERAEROCE MR 5 NStk TR, (H 00 26 TR HR7252 1 (1 22 4 R0 B oRA ) JE 4 A
M. HFMSEHZ AL, P HbEhiE. BRI . R NS, S IE4i RS (DDoS) Hili
ARO[ 2 A ) JEHE AARYA, ARZErAh T AR 7 AN b o ZERFFS TP 109 26 T I (1 45 24 22 4 oy B A DG 2 4
HAR MR b, 0T T 1P WSS 1R e A, 320 T HA WAE R AR M4 480, AR AT WA 24
KaFh ID/Loc “LAMG R VU B S IDe & B LSS,  fets ik 250 = 5 4 it

KBEIA: IP NS N4 BB W% DDoS

PESES: TN915.08

XEkFRiIEaE: A

doi: 10.11959/j.issn.1000-0801.2019215

Network architecture with intrinsic security
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Abstract: IP network brings big benefits for human’s life by connecting most devices all over the world, but its secu-
rity and privacy issues make people frustrating when using end to end communication. Without intrinsic security de-
sign of the network, it is difficult for patch-like solutions to cure stubborn security issues (IP spoofing, privacy lea-
kage, MITM attack, DDoS, etc.). On the basis of surveying different kinds of security threats and related security
techniques, an overview of the security weakness analysis was given, and network architecture with intrinsic security
(NAIS) was presented, including dynamic ID/IP with intrinsic security, security verification and audit protocols, and
cross-domain cooperation defense mechanism, which could provide security and trustworthiness for end to end
communication.
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